Privacy Policy

This Privacy Policy describes how Rase Veterinary Nursing College protects and
makes use of the personal information you provide to us in accordance with
current GDPR legislation.

It applies to information we collect about visitors to our websites and people
who may use our services. This includes, but is not limited to, the following:

» Individuals who subscribe to our marketing.

» Individuals who attend our events or who purchase products from
us.

Individuals who supply data to us through surveys.

Individuals who apply to and/or study with us

Employers who purchase training from us.

Employers who take an apprentice on work experience or
placement
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» Employers who employ an apprentice

By using our services, you agree to the use of the data that we collect in
accordance with this Privacy Policy.
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If you are asked to provide information to us, it will only be used in the ways
described in this Privacy Policy.

The data we gather.

We may collect a range of information including, but not limited to the
following:

>
>
>

Y VY

YV V V VY

Name, date of birth, employer

Contact information including phone, email, and postal address.
Educational information including qualifications, predicted grades,
learning support needs.

Diversity data (e.g., sex, age, ethnicity, disability)

Individual achievements, attendance, results, and performance on
programme of study

Video recordings of physical and virtual meetings, events, and training
Records of communications sent and received by you

Attendance at college and events

Website usage data

We may also temporarily collect and store banking details prior to payment
authorisation.

How we use this data

Collecting this data helps us provide you with a service that meets your needs.
We may use data:

» to meet our legal and statutory duties and responsibilities

» to process applications and enrolments

» for our own internal records so that we can provide you with a high-
guality service

» to contact you in response to a specific enquiry

» to contact you about services, products, offers, and other things
provided by us which we think may be relevant to you.

» to contact you via email, telephone, fax, post, or text message for
research purposes

Information Sharing and Disclosure

We do not sell or rent your personal information.
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Your information may, by necessity, be disclosed to appropriate staff

members of Rase Veterinary Nursing College and to government bodies (to
fulfil our statutory responsibilities) such as the Education and Skills Funding
Agency, Ofsted, the Department for Education, and awarding organisations.

Any personal information we hold about you is processed in accordance
with the current data protection legislation.

Visitors to our website

When someone visits our sites, we collect and archive standard internet log
information and visitor details of behaviour patterns. We do this to find out
things such as the number of visitors to the various parts of the site. We
collect the information in a way that does not identify anyone. If we do
want to collect personally identifiable information through our website, we
will make the purpose clear.

Use of Cookies and Web Storage

Objects Cookies and Web Storage Objects are small files placed on your
device’s storage. These enable our websites to identify your device, as you
view different pages on our website.

These types of files also allow websites and applications to store your
preferences in order to present content, options or functions that are
specific to you. They enable us to see information such as how many people
use the website, what pages they tend to visit or to attempt to display
information that is most relevant to you.

Cookies and Web Storage Objects do not provide us with access to your
device or any other information about you other than that which you
choose to share with us.

By using your browser controls, you are always in control of the Cookies and
Web Storage Objects we store and access on your computer.

Cyber Security
Network Security

The college protects its network from attack by using AVAST, antiviral
software, which defends the network perimeter and blocks unauthorised
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access or malicious content. Monitoring and testing of security controls are
tested daily.

Karen Dando is our nominated GDPR officer. In the event of a data security
breach, Karen will be informed, and this will be reported to the ICO (The
Information Commissioners Office) without delay and within 72 hours.
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/data-breaches/.

Access Rights

Management dictate accessibility throughout the college, limiting the
number of privileged accounts. Everything at the college is password
protected which is changed every forty days. At regular intervals, users’
activity is monitored to prevent unauthorised access.

Logs are scanned for unusual activity which may indicate attack or
inappropriate behaviour.

Malware Prevention
Antimalware defences cover the entire virtual estate.
Secure Configuration

Secure configurations are built into the software, these are then enhanced
by security patches which help reduce unnecessary cyber vulnerabilities.
Any breach and they are recoded in the configuration management
database.

In the event of a viral attack on the computers, Karen Dando will be
informed with immediate effect. HR@rasevets.com

The individual concerned in the data breach must be informed without
delay as there may be substantial risk to their rights of freedom or cause
financial loss, discrimination, identity fraud, damage to their reputation or
breach of confidentiality.

Portable Media
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All removable/portable media brought into the college will be scanned for
malware before use.

Awareness

All staff are instructed on cyber security policies, which instruct them on
acceptable and secure use of systems. Staff must maintain their awareness.

External Processors

Our external processors are Citation which include HR and Health and Safety
hradvice@citation.co.uk or handsadvice@citation.co.uk

Document Movement

All transfer of documents within the RVNC will be password protected, with
each member of staff having a password.

Breach Of Data Protection Protocol

e Report to Karen Dando without delay and within 72hours
karen@rvnc.co.uk

e Allinformation to be reported to https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-
gdpr/data-breaches/

e The individual(s) that are involved in the breach to be informed
without delay.

All members the of RVNC workforce will be educated in this policy and
made aware that non-compliance will mean employer liability.

Our expectations of you under this policy

You should regularly check the personal information you provide, such as
your contact details in the student system and ensure that they are kept up
to date.

Your expectations of us under this policy

We will ensure that the personal data held about you is processed in
accordance with data protection law. It is shared internally where
appropriate in order to meet the purposes detailed above. The law requires
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that any information held is accurate and has been processed fairly and
lawfully. Where it is necessary to collect sensitive information about you —
such as medical information — we will only share this information with
colleagues who have a legitimate reason for the details. You also have the
right to access any personal information we hold about you and correct it if
necessary.

Subject to certain conditions, you have the following rights in relation to
your personal data:

1. Aright to access personal data held by us about you (please see
section entitled "How can | access my personal information" below).

2. Aright to require us to rectify any inaccurate personal data held by us
about you.

3. Aright to require us to erase personal data held by us about you. This
right will only apply where, for example, we no longer need to use the
personal data to achieve the purpose we collected it for; or where
you withdraw your consent if we are using your personal data based
on your consent; or where you object to the way we process your
data (in line with 6 below).

4. Aright to restrict our processing of personal data held by us about
you. This right will only apply where, for example, you dispute the
accuracy of the personal data held by us; or where you would have
the right to require us to erase the personal data but would prefer
that our processing is restricted instead; or where we no longer need
to use the personal data to achieve the purpose we collected it for,
but we require the data for the purposes of dealing with legal claims.

5. Aright to receive personal data which you have provided to us in a
structured, commonly used, and machine-readable format. You also
have the right to require us to transfer this personal data to another
organisation.

6. Aright to object to our processing of personal data held by us about
you.

7. Aright to withdraw your consent where we are relying on it to use
your personal data. Note that a withdrawal of consent will not affect
the lawfulness of processing based on consent before its withdrawal.

8. Aright to ask us not to use information about you in a way that allows
computers to make decisions about you.
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In certain circumstances, we may need to restrict your rights in order to
safeguard the public interest (e.g., the prevention or detection of crime)
and our interests (e.g., the maintenance of legal privilege).

Nicholson’s provide us with our Payroll, this is secured with passwords
for each individual.

Data protection law requires us to take reasonable steps to ensure that
any personal data we process is accurate and up to date. Please help us
to do this by advising us of any changes to your personal data.

Who to Contact

Requests for further information on data protection and your data held
by RVNC can be made in writing or by email to karen@rvnc.com Your
right of access or change can be exercised at any time by contacting the
College’s Administrator.

If the Administrator is unable to adequately address any concerns you
may have about the way in which the college uses your data, you have
the right to lodge a formal complaint with the data protection regulator,
the Information Commissioner's Office. Full details may be accessed on
the complaints section of the Information Commissioner's Office
website.

Changes to this Privacy Policy

We will keep this Privacy Policy under regular review and reserve the
right to change it as necessary from time to time or if required by law.
The latest version is published on our websites. We suggest that you
read this document each time you use our website to check for updates
and to ensure that it still meets with your approval.

This policy will be reviewed annually, staff will sign to say they have read,
understood and will implement this policy.

Norrie Graham BVSc MRCVS
Principal

Rase Veterinary Nursing College
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